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What's New in MyID CMS v12.16

YubiKey Bio Multi-Protocol Edition

The new YubiKey Bio Multi-Protocol edition
security device supports certificates and
passkeys with a single PIN - an industry-first
feature. Supports Enterprise Attestation for
Passkey deployments, Fingerprint integration
(managed by Windows for Passkeys), and
uses a new simplified collection process in
MyID that combines device configuration,
PIN management and certificate and Passkey
issuance processes.

Import and manage Passkeys issued by
Entra ID

Information about Passkeys registered
directly in Entra ID by users (for example,
Security Keys, Microsoft Authenticator app)
can be automatically imported to MyID CMS
for centralized lifecycle management. MyID
links these devices to user accounts, enabling
consolidated administration across all
authentication methods.

Passkeys imported to MyID can be

» Linked to CMS user accounts for a complete
list of all credentials assigned

» Cancelled by MyID CMS (e.g. all credentials
for a person, or per device/registration)

» Enforce expiry dates

» Limiting assigned credentials per person
to stop unwanted proliferation of self-
registered Passkeys

» Included in the CMS audit history

Using Entra ID as a directory

MyID CMS integrates with Entra ID as a user
data source, enabling multi-tenant user
searches and batch import for credential
issuance. The system synchronizes CMS

user accounts with Entra ID data through
interactive or automated processes, including
automatic credential actions like revocation
when account status changes or accounts are
removed.

Sending certificate data to Entra ID
Automatically send unique certificate
information to Entra ID when a certificate

is issued, to ensure strong binding of

Entra ID cloud-only users to their issued
certificates. This strengthens certificate-
based authentication to Entra ID by avoiding
weak associations between a user and their
certificate.
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Card Layout Editor

Modernized version of the MyID card layout
editor, which can now be used directly in a
web browser.

Allows creation & editing of graphical layouts
for credentials on smart cards and compatible
mobile devices.

Managing Configuration Settings

MyID global configuration settings can now
be viewed and edited through Operator
Client.

Directory Management

Connections to directories used with MyID
can be added and edited in the MyID
operator client, including the ability to update
passwords and test the connection.

Editing Message Templates

Text based message templates, for example
used with email or SMS notifications can

be edited in the MyID Operator Client. This
includes the ability to enable and disable each
template, as a method of globally configuring
each notification.

Integrating MyID CMS with an external
directory using REST APIs

Connect MyID to your identity and access
mManagement system to retrieve user account
information.

This allows the configurable mapping of
attributes between an IDAM and MyID

» Search for users from multiple connected
IDAMs

» Batch import user records for credential
issuance

» Synchronise CMS user accounts with data
from IDAM as an interactive or automated
process (incl. credential actions such as
revocation on account status change/
removal)

Maintenance Mode

Allows MyID CMS Server APIs to be taken
offline in a managed way to allow for CMS
maintenance to take place. Either the

full CMS Server can be taken offline, or
alternatively limit access so only a specific
administrator role can use the system to carry
out testing ahead of enabling access to new
deployments, upgrades or configuration
changes.

Translation Enhancements

MyID web services are now easier to translate
by using a common standard (.resx) to supply
translation information to MyID CMS

Integration Updates

» YubiKey Bio Multi-Protocol Edition

» IDEMIA ID-One PIV 2.4.3 (NPIVP
Configuration)
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