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What's New in MyID CMS v12.15

FIDO for the Enterprise - Enhanced
Collection

In this release we have simplified the
Passkey registration process on Windows
and provided a single user experience
for the collection of both Passkeys

and certificates. This process can also
include registering Passkeys for Entra

ID and validating Enterprise Attestation
requirements on compatible devices.

Set Minimum PIN Length and Change
PIN at First Use are now available
ensuring PIN policies for an organisation
are maintained.

The benefits of these changes are:

» Reduced need for end user support and
trouble shooting

» Trust in the device used for Passkey
Registration

» Demonstrate auditable compliance with
security policies

Report Designer

MyID Report Designer enables creation
and management of customized reports
for your CMS installation. The web-based
user interface provides a simple way to
use data from a wide range of CMS data
objects and attributes; join, merge and
aggregate information to meet your
reporting needs and provide static or user
selected filters to refine the results.

The feature also includes revision
management, allowing drafts to be
created and approved before being
published to end users.

To help deployment, reports can be
exported and imported between CMS
installations making it easier to work on
drafts in pre-production then roll them
out to your primary installations for
production use.

For further information, please contact us to discuss your requirements.
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Third Party Key Recovery

We have updated our Key Recovery
processes to allow Third Parties (For
example Supervisors, Corporate Officers,
Auditors, Law Enforcement) to receive
recovered certificates and keys. As

part of a managed process, a different
person must Request and Approve these
requests to ensure 2-person control.
Recovered keys can be collected on to
smartcards and security keys, or where

certificate policy permits as software files.

Secrets that protect access to the keys,
for example a device pin or password to a
certificate file can be notified to the third
party without being accessible to anyone
with access to the CMS. Confidentiality of
the process is maintained by restricting
access to activity logs.

Operator Client and MyID Core API

The next phase in the modernisation of
web user interfaces and MyID Core API for
systems integration have been rolled out.

This release has focused on Group
Management features, Logon Messages,
Notifications Management and System
Events updates.

We have also rolled out several new UX
improvements, providing new features
with a search bar for reports and a refresh
button for ‘View' pages.

The new objects are also available in the
new Report Designer feature to enable
inclusion in your own custom reports.
Integration Updates
Certificate Authorities

* Digicert One Update

* Primekey EJBCA Update

Smart Card Printers
e HID/Fargo SDK 3.1.0

e Fargo HDP 6600 (Latest firmware)
* |DP-8I
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